3 weeks Practical Training Program on

“Cyber Crime and Cyber Forensics”
February 03-21, 2020

3 weeks Practical Training Program with the Cyber P.S./Cell of Ranchi during Jan/Feb 2020 was
organized by Department of Computer Science and Technology (DCST) under the school of
Natural Sciences of Central University of Jharkhand (CUJ), Ranchi for the M.Tech 2" Semester
students. Students mainly learns about the following things.

» Cyber Crime

Cyber Crime is a crime which involves the use of digital technologies in Commission of offence,
directed to computing and communication technologies. The activity involves like attacking on
Information center Data System, theft, child pornography built images, online transaction fraud,
internet sale fraud and also deployment in internet malicious activities such as virus, worm and
third party abuse like phishing, email scams etc.

Types of Cyber Crime:-

%+ Cyber Crime against Person
% Cyber Crime against Property
%+ Cyber Crime against Nation

X/

» Steganography

Steganography is data hidden within data. Steganography is an encryption technique that can be
used along with cryptography as an extra-secure method in which to protect data. Steganography
techniques can be applied to images, a video file or an audio file. Typically, however,
steganography is written in characters including hash marking, but its usage within images is
also common. At any rate, steganography protects from pirating copyrighted materials as well as
aiding in unauthorized viewing.

» FTK Imager

FTK Imager is a data preview and imaging tool that lets you quickly assess electronic evidence
to determine if further analysis with a forensic tool such as Access Data Forensic Toolkit (FTK)
is warranted. FTK Imager can also create perfect copies (forensic images) of computer data
without making changes to the original evidence.

Some Important Security Standards and Compliance in Cyber Security
1. HIPPA (Health Insurance Portability And Accountability Act)



SOX (Sarbanes Oxley Act3.PCIDSS(Payment Card Industry Data Security Standards)
COBIT (Control Objectives for Information Technology)

GLBA (Gramm-Leach-Bliley Act)

GRC (Governance Risk and Compliance)
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